
Abstract

The phenomenon of fake news has become a much contentious issue recently. The controversy re-
garding this issue has further been intensified by the openness of social media platforms. Via a system-
atic review, this paper offers a discussion on the spread and detection techniques of fake news on Social
Networking Sites (SNSs). A total of 47 articles eventually fulfilled the inclusion criteria and were cod-
ed for the literature synthesis. The overall findings from the literature on fake news and social media
have been extracted and synthesized to explore the creation, influence and popular techniques and di-
mensions used for fake news detection on SNSs. The results showed that various entities are involved
in the creation and spread of fake news on SNSs, including malicious social and software agents. It was
also found that early registered users, old people, female users, delusion-prone persons, dogmatic per-
sons, and religious fundamentalists are more likely to believe in fake news than other groups of indi-
viduals. One of the major problems of the existing techniques is their deficiency in datasets. Therefore,
future studies on fake news detection should focus on developing an all-inclusive model with compre-
hensive datasets. Social media users require fake news detection skills especially using linguistic ap-
proach. This study provides the public with valuable information about the spread and detection of
fake news on SNSs. This is because SNSs are an important avenue for fake news providers.
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Introduction

In the last few years, researchers have designed and developed a variety of models and
techniques for fake news detection purposes (e.g., Wang, 2017; Granik & Mesyura, 2017;
Ahmed, Traore, & Saad, 2017; Aldwairi & Alwahedi, 2018; Zhang, Cui, Fu, & Gouza, 2018;
Papanastasiou, 2018; Yang, Zheng, Zhang, Cui, Li, & Yu, 2018; Reis, Correia, Murai, Veloso,
Benevenuto, & Cambria, 2019). Their contributions focused on different dimensions of news
characteristics including social context (Shu, Bernard, & Liu, 2019) using various linguistic
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and network-based approaches (Conroy, Rubin, Chen, 2015; Reis et al., 2019). Fake news de-
tection on Social Networking Sites (SNSs) is an emerging research area with various chal-
lenges (Ahmed et al., 2017) particularly related to techniques and datasets. 

Fake news in general is defined as misinformation intentionally fabricated and spread to
mislead the audience for political and/or financial gains (Pennycook & Rand, 2017; Wu &
Liu, 2018; Tandoc, Lim, & Ling, 2018). Types of fake news include hoax, propaganda, trolling,
and satire (Verstraete, Bambauer, & Bambauer, 2017). Fake news on social media is a trans-
disciplinary area of research interest adopted by science and social science researchers (Zhou,
Zafarani, Shu, & Liu, 2019). The major challenge is how to develop a fake news detection
technique that incorporates every news dimension such as news content, news sources, and
social dimensions. Nevertheless, empirical research focusing on the design and development
of models for fake news detection on SNSs is still limited and sporadic (Ahmed et al., 2017;
Niklewicz, 2017). 

The advent of SNSs has changed the manner in which people consume news and increased
their exposure to a variety of news (Shu, Wang, & Liu, 2017; Flintham, Karner, Bachour,
Creswick, Gupta, & Moran, 2018). There are currently over 3.2 billion social media users in
the world, constituting about 42% of the earth’s population (Oberlo, 2019). This situation has
further intensified the spread of news articles containing false content intentionally created
for a variety of financial and political purposes with potential detrimental effects on individ-
uals and the society (Shu et al., 2017). This is because news readers often lack the knowl-
edge required to interpret news critically. Detecting fake news is imperative to ensure that the
audience receive credible information and help maintain a reliable news ecosystem (Shu et
al., 2019).

It was found that studies on fake news generally focus on its effects other than causes, which
suggest the need for further research incorporating the origin and causes of fake news (Du-
mitrache, 2019). Previous reviews on the current trends of fake news detection on social me-
dia focused on effects, solutions and process of manifestation (Campan, Cuzzocrea, & Truta,
2017) other than origin, formation and category of people affected by fake news. None of the
previous reviews focused on systematic review of fake news studies on SNSs. Therefore, via
a systematic review of studies on fake news and social media, this paper aims to explore the
formation of fake news on SNSs, identify the category of news readers who are likely to fall
for fake news on SNSs, and determine the popular techniques and dimensions of fake news
detection on SNSs. The current study offers a comprehensive evaluation of the studies on
fake news on SNSs, in view of its formation, potential effects, and various detection techniques.
This is because detection of fake news on SNSs is an important phenomenon that requires
scholarly attention (Ahmed, Hinkelmann, & Corradini, 2019).

Approaches to Fake News Detection

There are two main approaches used by researchers to tackle fake news detection problem
(Yang et al., 2018): linguistic approach and network approach. Linguistic approaches, such as
natural language processing, focus on news content with particular attention to news patterns
through analysis of underlying semantics. Currently, this method is supplemented by network
approaches in the process of fake news detection (Zhang, Gupta, Kauten, Deokar, & Qin, 2019).
First, various linguistic approaches were used, such as natural language processing techniques
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(Mihalcea & Strapparvva, 2009), sentiment analysis, lexical and content similarity, as well as
style similarity (Liu, 2012). Some researchers combined this method alongside other linguistic
or network approaches (Feng, Banerjee & Choi, 2012). Other researchers paid attention to se-
mi-supervised learning methods (Hai, Zhao, Cheng, Yang, & Li, 2016). Subsequently, some
deep language structures, such as the syntax tree, were utilized (Yang et al., 2018). It was fur-
ther discovered that even deep syntax analysis is often insufficient fake news prediction. 

According to Feng and Hirst (2013), most fake news providers use language to mislead
the audience. Though they try to control their communication, language “leakage” occurs. In
this regard, linguistic approach examines such leakage occurrences within the news content.
In data representation, texts are represented using the “bag of words” approach. In the bag of
words approach, n-grams (individual words) frequencies are collected and evaluated to re-
veal deception signals (Markowitz & Hancock, 2014). In addition, semantic analysis extends
the n-gram by integrating the features of profile compatibility to enhance classification per-
formance (Feng & Hirst, 2013). Another way of detecting fake news is discourse analysis in
which deception cues are found both in CMC communication and in news content, by iden-
tifying instances of rhetoric relations between linguistic elements (Potthast, Kiesel, Reinartz,
Bevendorff, & Stein, 2017; Rubin & Lukoianova, 2015). 

On the other hand, network-based approaches focus on the analyses of network structure
and social network behaviors. With the advancement of knowledge graph, methods based on
the knowledge graph analysis can achieve high accuracy. In addition, deep learning models
are generally used for fake news detection. Recently, various deep learning models have been
proposed based on the word vectors for QA and summarization (Yang et al., 2018). Network
approaches, which are innovative and diverse, are meant to supplement linguistic approach-
es. This is because for researchers to investigate the value of “unstructured data”, there is a
need for robust fake news detection techniques (Zhang et al., 2019).

Generally, the features used in fake detection are obtained from two main sources: news
contents and social contexts. News content techniques utilize features obtained from linguis-
tic and visual information. Linguistic features aim to capture specific writing styles and sen-
sational headlines while visual features identify fake images that are intentionally created to
mislead the audience. On the other hand, social context techniques make use of features ob-
tained from aspects such as user profiles, posts and shares as well as social networks. Fea-
tures obtained from user profiles are used to measure characteristics and reliability of the
users. Posts features characterize the user’s social responses while social network features
are obtained through certain networks, for instance co-occurrence network and diffusion net-
work (Shu, Wang, and Liu, 2018a; Shu et al., 2019). This is one of the aspects taken into con-
sideration in this article to identify the most popular techniques and dimensions of fake news
detection on SNSs. 

In summary, the aforesaid techniques and features are used for fake news detection on
SNSs (Yang, Shu, Wang, Gu, Wu, & Liu, 2019). They are largely adopted in natural language
processing, data mining, and machine learning with various tools and datasets. Fake news de-
tection techniques adopt various news-related features, such as body text, headline, publish-
er, news sources as well as and social-related features including feedback, propagation paths
and propagators (Zhou et al., 2019). They focus on differences in writing styles between fake
and true news, information provided in news dissemination, and credibility headlines, pub-
lishers, source websites, comments, and users to detect fake news. The current advances in
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news verification approaches attempt to address the rising demand for automated means of
fake news detection (Rubin, Chen, & Conroy, 2015). 

Method

Search procedure and inclusion criteria

A systematic review was carried out with multidisciplinary literature on the fake news
and SNSs, using “fake news” and “social media” as keywords. An internet-based search was
conducted to locate recent and relevant articles published between 2014 and 2019. Only ar-
ticles that focus on detection of fake news in social media were considered. The articles were
collected from online sources bibliographic databases. In the selection criteria, content rele-
vance (empirical and conceptual papers focusing on fake news detection), year of publica-
tion between 2014–2019, and language (English) were considered. The search for literature
was inclusive within the data pool consisting of empirical and conceptual papers in official
science and social science journals, as well as refereed conference proceedings, refereed stud-
ies, and research reports that investigated the phenomenon of fake news on SNSs. This is be-
cause relevant and up-to-date information could be sourced through synthesis of articles from
various sources. The following figure depicts information on the article selection process.

Figure 1. Article selection process.

Figure 1 shows the article selection process used in this study. The preliminary online
search of the above-mentioned data pool identified 249 papers. The abstracts and references
were separately read and collected for decision. After eliminating the duplicates, 221 articles
were considered for full text reading, after which 149 articles were screened for relevance.
Subsequently, 112 articles fulfilled the initial selection criteria. Finally, 47 articles were se-
lected and coded for literature synthesis. Studies on fake news fall into three categories, name-
ly: occurrence of fake news within public discourse, effects of fake news, and detection of
fake news (Egelhofer & Lecheler, 2019). This review specifically considered studies within
the aforesaid categories. 
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Coding procedure

During the literature search and preliminary coding, special attention was paid to articles
expected to form initial components of a systematic framework. Then, an initial coding frame-
work was created to classify the articles based on the study purpose, approach, and major
findings. The coding framework was revised as the process of analysis progresses. Consid-
ering the constant comparative method (Strauss & Corbin 1990), the data obtained from each
article were continuously compared for reanalysis and revision of the framework. Three coders
were used to achieve consistency, accuracy and validity of the findings and analysis during
the process of coding (Creswell, 2012). The coding was conducted with the aim of identify-
ing themes and patterns on the spread of fake news, users who are likely to fall for fake news,
and the most popular techniques and dimensions used for fake news detection on SNSs. The
coders reached 100 percent agreement on the final results. 

Results

To mitigate the spread of fake news on SNSs, it is imperative to ascertain how the fake
news is created and identify an effective technique to tackle the problem. The first objective
of this study was to investigate the spread of fake news on SNSs. It was found that fake news
is more likely to spread faster than the truth. Identifying key constructors of fake news is
highly necessary in developing an effective technique for its detection. It is evident in the
previous studies on fake news detection on SNSs that fake news is co-authored and co-con-
structed by malicious users of social media, journalists, malicious software agents, and or-
ganizations. These co-constructors create fake news purposely for social, political and financial
incentives (n=31). Fake news can be artificially or automatically generated, but human be-
ings bear great responsibility for fake news creation. For example, software agents can mass-
send fake news content to manipulate the opinion of a group of agents and users in the network
(Niklewicz, 2017). Also, a social bot could generate and use a personal account by simulat-
ing the use of a Web browser programmatically to penetrate a group of users who are already
engaged in conversations about a particular subject, thereby using them as spreaders of fake
news to their extended subnetworks (n=6). Most fake news stories are intentionally created
and are likely to spread through sequential sharing by social media users. According to Pa-
panastasiou (2018), agents are logically more likely to share a story the more it has been pre-
viously shared by their peers, resulting in fake news content going viral. 

The above findings indicate that journalism is in danger of being repressed by satirists
who speed up the spread of falsehoods. It should be noted that fake-news related issues, such
as the open circulation of malicious falsehoods and lack of effective fact-checking seem to
pose a great challenge to the fundamental ethics of journalism (Egelhofer & Lecheler, 2019).
In this case, the mainstream media may use the internet to expose, at least, the most promi-
nent fake news stories (Vargo, Guo, & Amazeen, 2018), since individual fact-checking is on-
ly possible by educated audience. Some SNSs, such as Facebook, have promised action to
limit the spread of fake news, but other issues remain, including confirmation bias – the use
of “likes” and information sharing with friends (White, 2017). This situation corresponds to
the communication hypotheses, which presumes that audience are more likely to form their
beliefs based on how the information is presented other than its sources. A such, providing
an all-inclusive method for fake news detection is highly imperative. 
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The second objective of this study was to identify the category of people who are likely
to fall for fake news on SNSs. Emerging themes from the previous studies suggest that ear-
ly registered users, old people, female users, delusion-prone persons, dogmatic persons, re-
ligious fundamentalists and those who overly accept weak claims are likely to fall for fake
news. In addition, identifying the potential groups of individuals who are likely to be affect-
ed by fake news on SNSs is useful for decision-makers to combat the spread of fake news.
However, due to the large number of social media users, countering the spread of fake news
could be quite challenging, especially because not every user has the ability to personally
fact-check news. Individual fact-checking requires skills and time, and if possible, both the
news content and the news source need to be verified. According to Egelhofer and Lecheler
(2019), various factors could influence the decision of social media users on the authentici-
ty of information, and therefore extensive verification is needed to avoid falling for fake news. 

The third objective of this study was to identify the popular techniques and dimensions
used for fake news detection on SNSs. This is because providing a well-developed web-based
technique for fake news detection could supplement the individual fact-checking process.
This study revealed that most of the previous studies (n=23) on fake news detection on SNSs
utilized machine learning methods, focusing on techniques such as supervised learning (Reis
et al., 2019), semi-supervised learning (Shu et al., 2017), reinforcement learning (Aymanns,
Foerster, Georg, 2017), feature extraction (Zhang et al., 2018; Karimi, Roy, Saba-Sadiya, &
Tang, 2018). stacked ensemble of classifiers (Thorne, Chen, Myrianthous, Pu, Wang, & Vla-
chos, 2017), nonnegative matrix factorization (Shu, et al., 2019), flat classification and hier-
archical classification (Rajdev & Lee, 2015). Some studies utilized Bayesian approaches such
as Bayesian network (Yang, et al., 2019), Bayesian inference (Kim, Tabibian, Oh, Schölkopf,
& Gomez-Rodriguez, 2018; Tschiatschek, Singla, Gomez Rodriguez, Merchant, & Krause,
2018), Naive Bayes Classifier (Granik, & Mesyura, 2017), and a combination of Support
Vector Machines and Naive Bayes (Chen, Conroy, & Rubin, 2015). 

Some studies (n=6) combined machine learning with natural language processing tech-
niques such as sentiment analysis and N-gram analysis (Atodiresei, Tãnãselea, & Iftene, 2018;
Rubin, Conroy, Chen, & Cornwell, 2016; Shu, Mahudeswaran, Wang, Lee, & Liu, 2018b;
Ahmed et al., 2017. Natural language processing approaches in combination with machine
learning could manage content directly through detection of language patterns (Rubin et al.,
2016). Other studies focused on crowd sourcing as a knowledge-based approach (Saez-
Trumper, 2014; Tacchini, Ballarin, Della Vedova, Moret, & de Alfaro, 2017; Sethi, 2017).
Very few studies utilized data mining (Jin, Cao, Zhang, & Luo, 2016) and deep learning ap-
proaches such as convolutional networks (Azzimonti, & Fernandes, 2018; Yang et al., 2018).
Despite the existing efforts toward fake news detection though various computational meth-
ods, lack of comprehensive datasets with various features needed for the detection of fake news
becomes one of major challenges (Shu et al., 2018b). Various datasets, such as news content,
news sources, social and temporal dimensions must be considered in mitigating the spread
of fake news. The following table depicts the dataset information used for fake news detec-
tion techniques utilized in the previous literature. 
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Table 1. Popular dimensions used for fake news detection.

Table 1 shows the features used for fake news detection in the previous studies. Most of
the studies relied on news content alone (n=14), followed by studies focusing on news con-
tent and readers, headline and article body. Other features used for fake news detection are:
fake pages, user profile, story shares, fact-checkers, user engagement, publishers’ partisan,
speaker profile, topic information, networks, moderators, and news sources. These features
generally fall under two major categories: news contents and social context. According to
Shu et al. (2018a), fake news detection methods generally focus on using news contents and
social contexts. But in most cases, other important features are ignored, such as news sources.
By detecting malicious information created by non-credible sources, fake news researchers
can develop algorithms to mitigate the prominence of such information. Each feature used in
fake news detection has limitation on its own (Shu et al., 2017), and therefore, every feature
is essential. 

Of the 47 articles coded, only three utilized some aspects of social context in addition to
news content for fake news detection on SNSs (i.e., Shu et al., 2017; Shu et al., 2018a; Pa-
panastasiou, 2018; Shu et al., 2019). News contents was exclusively utilized in 14 studies
(e.g., Chen et al., 2015; Rubin et al., 2016; Zhang et al., 2018; Atodiresei et al., 2018; Wu &
Liu, 2018; Vosoughi, Roy, & Aral, 2018; Reis et al., 2019). Other articles relied to a large ex-
tent on features such as news headlines or social media pages alone. Only one study (Shu et
al., 2018) included features such as content, social and temporal dimensions but did not take
much consideration of the news sources, though to some extent, they tried to detect social bots
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Themes Feature 

Theme 1 Fake pages 1

Theme 2 News content 14

Theme 3 News content and user profile 3

Theme 4 News content and number of story shares 4

Theme 5 News content and readers 6

Theme 6 News content, social context, and spatiotemporal information 1

Theme 7 Users (believers and (fact-checkers) 1

Theme 8 News sources 2

Theme 9 News content, user social engagements, publishers’ partisan 1

Theme 10 Speaker profiles, topic information of the news articles 1

Theme 11 Users, social engagements 1

Theme 12 Networks and news articles 4

Theme 13 User beliefs and network connectivity 1

Theme 14 Headline and article body 5

Theme 15 Users, responders, moderators 1

Theme 16 News contents, user, user-news interaction, publisher-news relation 1
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using Botometer. To achieve high accuracy in automatic fake news detection, the problem of
dataset must be addressed first, though research on fake news is still developing (Aldwairi &
Alwahedi, 2018).

Researchers have various options for fake news analysis. This study found that most of the
current studies on fake news detection on SNSs paid particular attention to Twitter as an SNS
(eg Rajdev & Lee, 2015; Thorne, et al., 2017; Atodiresei et al., 2018; Wu & Liu, 2018; Yang
et al., 2018; Jang, Geng, Li, Xia, Huang, Kim, & Tang, 2018). Some researchers focus on
Facebook as an SNS (eg Granik & Mesyura, 2017; Tacchini et al., 2017; Flintham et al., 2018;
Tschiatschek et al., 2018). Nevertheless, in an attempt to widen the scope and context of fake
news analysis on SNSs, some studies focused on more than one SNS, for example, Twitter and
Face book (eg Shu et al., 2017; Yang et al., 2019), Weibo and Twitter (eg Liu & Wu, 2018;
Kim et al., 2018), Facebook, Forex and Reddit (eg Aldwairi & Alwahedi, 2018), as well as Twit-
ter, Sina Weibo, Facebook (Zubiaga, Aker, Bontcheva, Liakata, & Procter, 2018). 

Some studies focused specifically on particular fact-checking websites such as PolitiFact
(eg Long, Lu, Xiang, Li, & Huang, 2017; Wang, 2017; Zhang et al., 2018). Some of them con-
sidered PolitiFact and GossipCop (eg Shu et al., 2018b) while others combined PolitiFact and
BuzzFeed (eg Shu et al., 2018a; Shu, et al., 2019). In addition, there are some studies that fo-
cus on particular geographical locations especially US and Canada (eg Conroy et al., 2015; Ru-
bin et al., 2016; Allcott, & Gentzkow, 2017), focusing on political news per se. Some of the studies
(eg. Liu & Wu, 2018) considered the situation of fake news in China, focusing on its early de-
tection. Some of the researchers gave reasons for limiting their data to particular social media,
stating that the field of fake news detection is a relatively new area of research interest. 

Discussion 

The problem of fake news is not a new phenomenon, despite its complexity especially in
the digital age when the detection of fake news becomes more challenging than ever before
(Ahmed et al., 2017; Yang et al., 2018). Burkhardt (2017) asserted that increase in the means
of spreading fake news is correlated with increase in the seriousness of its consequences. This
study found that various parties are involved in the creation and spread of fake news on SNSs,
such as journalists, users, and social bots. Research has shown that fake news is either delib-
erately created as pseudo-journalistic disinformation or used as a political instrument to dele-
gitimize the news media (Egelhofer & Lecheler, 2019). The creation of fake news can be
socially, politically or financially motivated. Influential individuals and organizations, such
as politicians and advertisers provide incentives for writers to create fake news. According
to Verstraete et al. (2017), fake news is created and circulated by platforms motivated more
by financial incentives than by journalistic norms. Generally, as pointed out by Egelhofer and
Lecheler (2019, fake news is intentionally created to deceive its audience. 

Understanding how fake news is created is an important step in tackling the fake news phe-
nomenon on SNSs (Louni & Subbalakshm, 2014). According to Guille, Hacid, Favre, and
Zighed (2013), analysis of information diffusion consists of modeling of information, detec-
tion of popular topics, and identification of influential users. To improve the flow of quality
information and combat fake news on social media, it is essential to identify its origin and
diffusion pattern (Campan et al., 2017; Jang et al., 2018). According to Mustafaraj and Metaxas
(2017), steps in the spread of fake news on SNSs include creating websites to accommodate
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fake news, creating anonymous accounts, identifying and following influential users, and tar-
geting the users with fake messages. It is evident that internet bots are also involved in the
creation and spread of fake news. They are social media accounts controlled by a computer
algorithm and can be used specifically to spread fake news on SNSs (Shu et al., 2019).

The social media has made information disseminated faster, but they serve as a platform
for the spread of fake news (Tambuscio et al., 2015; Tacchini et al., 2017; Shu et al., 2018a;
Yang et al., 2018). According to Koohikamali and Sidorova (2017), perceived relevance and
reliability of information must be considered when sharing the information. Nevertheless,
few people seem to verify the reliability of news before sharing them with their friends. This
might be due to decentralization of information provided by social media to a large extent.
All users of social media are potential news sources (Tambuscio et al., 2015). The spread of
fake news in social media affects the accuracy of online news content (Jin et al., 2016). Ac-
cording to Rubin et al. (2016), fake news in social media may mislead inattentive readers. 

The effect of fake news on social media users could significantly extend to the offline so-
ciety (Zhang et al., 2018; Shu et al., 2018a). Tackling the problem of fake news on SNSs
could improve the quality of information, which will in turn decrease the rate of potential so-
cio-political crisis in the society at large. This study found that the victims of fake news in-
clude early registered users, old people, female users, delusion-prone persons, dogmatic
persons, and religious fundamentalists. This shows that fake news has significant influence
in social media community and the society at large. It should be noted that fake news is con-
sumed enthusiastically by readers for whom it reinforces existing beliefs (Verstraete et al.,
2017). Users can be believers or fact-checkers (Tambuscio et al., 2015). The user’s ability to
fact-check news on social media is determined by their news verification skills. Readers who
fact-check news might be skeptical about the news credibility. Chen et al. (2015) asserted
that the ability to critically evaluate the quality of information is an essential skill, which is
lacking in a large portion of the population. Rubin et al. (2016) argued that news readers of-
ten lack the literacy skills necessary for critical interpretation of news.

In addition, this study found that previous studies on fake news detection focused on us-
ing news content as dataset, which is considered ineffective (Shu et al., 2019). To curtail the
spread of fake news, there is a need to incorporate various datasets beyond news content per
se. According to Shu et al. (2019), various dimensions must be considered in fake news de-
tection, including news content, temporal user engagement, credibility. There are various
weaknesses in the existing models in relation to incorporating the information needed for ac-
curate fake news detection, such as news content and user profile (Yang et al., 2019). In ad-
dition, very few studies incorporated semantic content (Sethi, 2017) while some analyses
were performed on headlines only, arguing that users often share links they have not opened
(Sommariva, Vamos, Mantzarlis, Dào, & Tyson, 2018). For example, one can verify news post-
ed by bots by looking at the sentence construction, because automatic fake news creation
could result in poorly constructed sentences which could raise suspicion (Wang, Angarita, &
Renna, 2018). 

It is shown that majority of the studies on fake news focused on Twitter while some stud-
ies focus, to a great extent, on Facebook as an SNS. Nevertheless, readers are possibly ex-
posed to fake news in various SNSs other than Twitter and Facebook (Jin et al., 2016). Another
issue is that in terms of geographical focus, most of the previous studies were conducted in
the US and China. The phenomenon of fake news, being prevalent in several other parts of
the world, needs to be addressed globally. Researchers, in different parts of the world, must
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direct their efforts toward mitigating the phenomenon of fake news. This is because fake is
likely to be understood within its specific context of production, because the journalism prac-
tices vary across the globe (Egelhofer & Lecheler, 2019). In addition, approaches to the ethics
of journalism among reporters differ across contexts. These instances signify the need to cur-
tail the fake news phenomenon both in specific and general contexts. 

Surprisingly, research found that fake news on SNSs is more popular than factual news
based on their number of shares and likes (Howard, Bolsover, Bradshaw, Kollanyi, & Neud-
ert, 2017). This shows how prevalent the phenomenon of fake news becomes in the digital
age of communication. Therefore, fact-checking might not be much effective to counteract
the problem of fake news on SNSs. Tracing the root of fake news is much significant in reg-
ulating its effects, but very few studies focused on news sources, particularly websites as po-
tential source of fake news (Saez-Trumper; 2014; Aldwairi & Alwahedi, 2018). The original
source of fake news on SNSs is difficult to track down especially due to the anonymity of its
authors and lack of journalism ethical standard (Jang et al. (2018). There is a need for com-
puter-assisted techniques to detect fake news, but research on automatic detection of fake
news is still in its infancy stage. 

In summary, fake news is co-constructed by various parties, such as social media users,
journalists, malicious software agents, and organizations. It is created for social, political and
financial reasons. Nevertheless, the datasets used in most studies on fake news detection on
social media are deficient. Though news content is the fundamental means through which
fake news can be detected, additional datasets such as user profile and social behavior of
users on social media are needed (Shu et al., 2018b; Karimi et al., 2018). For example, com-
ments by users, such as “this is fake news”, could help in analyzing the news credibility.
Therefore, it is necessary to utilize comprehensive datasets in face news detection on SNSs.
Shu et al. (2018a) noted that the news ecosystem on social media involves news publisher,
social media users and the news itself. In this regard, Mustafaraj and Metaxas (2017) asked
a very important question “in the current context of the ubiquitous, web-based, socio-techni-
cal systems, what decisions should be made by humans and algorithms?” In order to tackle
the problem fake news detection, both behavioral and social entities must be incorporated
while knowledge and computer-assisted techniques need to be combined (Ahmed et al., 2019). 

Conclusions

This study has evaluated the spread of fake news and its detection techniques on social
networking sites (SNSs). The spread of fake news and its various detection techniques for ef-
fective and improved quality of information on SNSs have been highlighted. Several fake
news detection techniques were proposed in the previous studies. Nevertheless, the manner
in which fake news spreads and the purpose for which it is created makes its detection chal-
lenging, especially by utilizing news content as dataset per se. One of the major problems of
the existing techniques is their deficiency in datasets. This is because majority of the exist-
ing detection techniques focus on identifying clues from news contents, which are largely
unreliable since fake news is often intentionally created by imitating true news. As such, mis-
perceptions are simply formed through fake news. Researchers across the world must pay at-
tention to the fake news phenomenon both in specific and general contexts. 
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This study proved that most of the current efforts to detect fake news on SNSs utilized
features that control information from specific datasets. Therefore, future research on fake news
detection should focus on developing an all-inclusive model with comprehensive datasets. The
multifaceted nature of information on social media, with its potential effects, must be con-
sidered. The most important step is to ensure that malicious information is controlled, be-
cause this kind of content, if accessible, is sometimes used as a reference especially among
the uneducated audiences (Egelhofer & Lecheler, 2019). This could be achieved by develop-
ing an all-inclusive fake news detection technique that incorporates the news content and
sources – such as malicious websites, alternative and partisan media – as well as social con-
text. This recommendation requires a comprehensive computer-assisted network approach
that is capable of capturing malicious information, supported by research on media literacy
in general. This proposed technique, if developed with high level of precision, is expected to
detect both intentional and unintentional fake news. 

In addition, there is a need to safeguard the public from the potential threat of fake news.
Hence, for social media users, knowledge and skills on fake news detection especially using
natural language processing or linguistic approach are necessary. In addition, creating aware-
ness amongst the public on the existence of fake news on SNSs is crucial in mitigating this
phenomenon. This study provides the public with valuable information about the spread and
detection of fake news on SNSs. The current findings are expected to broaden our under-
standing of the origin of fake news and its detection techniques on SNSs, which is necessary
to enrich the quality of information the digital age of communication. This is because SNSs
are an important avenue for fake news providers. To tackle fake news on SNSs, there is a need
for collective efforts of researchers, journalists and professional bodies. 
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